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4.1.2.1 Key derivation mobility related 
1
Decision/action requested
This paper only refers to to the scenario when a horizontal key derivation of the new KAMF takes place in the source AMF at AMF change. It is proposed to add further details to input to the horizontal key derivation.
2
References

[1]
 TS 33.501
3
Rationale

There is the following editor note in clause 6.9.3:

Editor’s Note: The <INPUT> parameter is FFS. Some examples are a NONCE value, a COUNTER, a NAS UL/DL COUNT value, and a GUAMI.

The input parameter to the horizontal key derivation of the new KAMF in the source AMF at AMF change, is still to be decided in TS 33.501 for N2-handover and mobility registration update

There are several options to consider for the input parameter:

1. AMF identity of the target AMF
2. UL NAS COUNT at mobility registration update and DL NAS COUNT at N2-handover
3. NONCEAMF 
The NAS security protection of NAS SMC and the AS security protection of RRC Connection Reconfiguration provides replay protection so that a replayed message by an attacker can be detected by the receiving end. There is no requirement on the UE to check whether the input parameter, included in NAS SMC (in mobility registration update) or in RRC Connection Reconfiguration (in N2 handover), is fresh or not. 
1.AMF identity of the target AMF
The use of AMF identity of the target AMF as <INPUT> parameter requires that the source AMF has access to the AMF identity of the target AMF. The AMF identity of the target AMF is static information and is not expected to be changed over time. 
If the mobility registration update or N2 handover fails, then it would imply that the source AMF would derive the same KAMF key at the second attempt for N2 handover or mobility registration update to the same target AMF.
2.UL NAS COUNT at mobility registration update and DL NAS COUNT at N2-handover

The use of UL NAS COUNT as <INPUT> parameter at mobility registration update and DL NAS COUNT at N2-handover, would ensure that the input parameter would always be fresh. The UL NAS COUNT- and DL NAS COUNT- values would refer to the current KAMF key in the source AMF.
If the mobility registration update or N2 handover fails, then it would imply that the source AMF would NOT derive the same KAMF key at the second attempt to the same target AMF.
3. NONCEAMF
The use of a 32 bit NONCEAMF as <INPUT> parameter, would put a new requirement on the source AMF to always allocate a fresh NONCEAMF.

If the mobility registration update or N2 handover fails, then it would imply that the source AMF would NOT derive the same KAMF key at the second attempt to the same target AMF as the source AMF would use a fresh NONCEAMF.

3
Conclusion

Using either NAS COUNT or NONCEAMF as the <INPUT> parameter seems to be the most promising solutions as they both provides freshness in the horizontal key derivation of the KAMF key. 
The use of AMF identity of the target AMF as <INPUT> parameter implies that the source AMF would derive the same KAMF key if the first attempt to perform N2 handover or mobility registration update fails, and a second attempt is made to the same target AMF.
4
Detailed proposal

This pCR has implemented to use the NONCEAMF as the <INPUT> parameter. 

It is proposed to approve this pCR to TS 33.501 [1]. 

*** BEGIN CHANGES ***
6.9.3
 Key handling in mobility registration update 
Editor’s Note: Information flows for re-registrations and registration area updates are described here. Work on this subclause needs to take into account TS 33.401, clauses 6.1.4 and 6.1.5.

The procedure shall be invoked by the target AMF after the receiving of a Registration Request message from the UE wherein the UE and the source AMF are identified by means of a temporary identifier 5G-GUTIsource.

The protocol steps are as follows:

a)
  The target AMF sends a message to the source AMF, this message contains 5G-GUTIsource and the received Registration Request message.

b)
  The source AMF searches the data of the UE in the database and checks the integrity protection on the Registration Request message. 

i)
If the UE is found and the integrity check succeeds, when the target AMF and the source AMF are within the same AMF set, the source AMF shall send a response back that:

-
shall include the SUPI, and

-
may include any current 5G security context it holds

ii)
If the UE is found and the integrity check succeds, when the target AMF and the source AMF are not within the same AMF set, the source AMF shall send a response back that:

-
shall include the SUPI, and

-
may include a new 5G security context it derives from the current one it holds

The source AMF subsequently deletes the 5G security context which it holds.

If the UE cannot be identified or the integrity check fails, then the source AMF shall send a response indicating that the temporary identifier 5G-GUTIsource cannot be retrieved.

c)
   If the target AMF receives a response with a SUPI, it creates an entry and stores the 5G security context that may be included.

If the target AMF receives a response indicating that the UE could not be identified, it shall initiate the subscription identification procedure described in clause 6.12.4 of the present specification.

Editor’s Note: Dependency on AMF set needs to be removed.

NOTE: Security handling in AMF relocation (with and without AMF set change) is common to both idle-mode mobility and handover. 

Editor’s Note: This clause should contain relevant aspects related to AMF change with and without AMF set change.

Editor's Note: The following text is written under assumption that horizontal derivation of KAMF is mandatory at AMF set change. However, it is FFS if a horizontal derivation of KAMF is left, e.g., to network policy, rather than mandating/restricting it based on AMF set. It is currently mis-assumed that KAMF shall be changed when AMF set changes since there is a UDSF within an AMF set. But that assumption is not correct because the UDSF is an optional NF and a horizontal derivation of KAMF is relevant also within an AMF set. There may be no need of a restriction based on AMF set.
Within an AMF set, the 5G security context is stored in the UDSF. No key derivations are performed when a UE is assigned a different AMF from the same AMF set, as identified by the AMF SET ID. 

KSEAF shall not be stored in the UDSF.

Editor’s Note: This subclause shall specify a list of parameters to be stored in the UDSF as part of the 5G security context.

KSEAF shall not be forwarded to another AMF set. 

Editor’s Note: Work on this subclause needs to take into account TS 29.274, clause 8.38, on “MM Context” that shows the security parameters that are transferred between MMEs in EPS.

At mobility registration update, if the source and target AMFs belong to the same AMF sets, the source AMF shall transfer current security context to the target AMF. If the source and target AMFs belong to different AMF sets, the source AMF shall allocate an input parameter (i.e. an NONCEAMF ) and generate a derived new key KAMF from the current active KAMF and the NONCEAMF  parameter (see clause A.13 for requirements on the randomness of NONCEAMF). The ngKSI for the newly derived KAMF key is defined such as the value field and the type field are taken from the ngKSI of the current KAMF. The source AMF shall transfer the new KAMF, the new ngKSI, the UE security capability, the NONCEAMF  parameter to the target AMF. The key derivation of the new KAMF is specified in Annex A. If the source AMF has derived a new key KAMF, the source AMF shall not transfer the old KAMF to the target AMF and the source AMF shall in this case also delete any stored non-current 5G security context, and not transfer any non-current 5G security context to the target AMF.

en the target AMF receives the new KAMF together with the NONCEAMF  parameter, then the target AMF shall decide whether to use the KAMF directly according to its local policy after receiving the response from the source AMF. 

If the target AMF decides to use the key KAMF received from source AMF (i.e., no re-authentication), it shall send the NONCEAMF  parameter received from the source AMF to the UE in the NAS SMC including replayed UE security capabilities, the selected NAS algorithms and the ngKSI for identifying the new KAMF from which the UE shall derive a new KAMF to establish a new NAS security context between the UE and target AMF. 

The target AMF shall derive new NAS keys (KNASint and KNASenc) from the new KAMF using the selected NAS algorithm identifiers as input. The target AMF shall integrity protect the NAS Security Mode Command message with the new KNASint key. 

If the UE receives the NONCEAMF  parameter in the NAS Security Mode Command message, then the UE shall derive a new key KAMF from the current active KAMF identified by the received ngKSI in the NAS Security Mode Command message using the NONCEAMF  parameter. The UE shall assign the received ngKSI in the NAS Security Mode Command message to the ngKSI of the new derived KAMF. The UE shall derive new NAS keys (KNASint and KNASenc) from the new KAMF and integrity check the NAS Security Mode Command message using the new KNASint key. 

The UE shall then derive a new initial KgNB from the new KAMF as specified in Annex <TBD>. 

Editor’s Note: It’s FFS whether any additional input to the derivation of the new initial KgNB from the new KAMF is used (e.g., NAS COUNT for re-using a single key derivation function) or not used (by having a separate key derivation function) since the new KAMF is fresh. 

The UE shall associate the derived new initial KgNB with a new NCC value equal to zero and reset the NAS COUNTs to zero.

After the ongoing mobility registration procedure is successfully completed, the ME shall replace the currently stored KAMF and ngKSI values on both USIM and ME with the new KAMF and the associated ngKSI.

If the target AMF, according to its local policy, decides to not use the KAMF received from the source AMF, it can perform a re-authentication procedure to the UE to establish a new NAS security context. 

**** NEXT Changes ****
6.9.2.3.3
N2-Handover

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.8.4.3, which is about N2-handover.

Editor's Note: This clause should contain relevant aspects related to AMF change with and without AMF set change. Especially the aspects of the source AMF deriving a new KAMF during N2-Handover with AMF set change need to be covered.
Editor's Note: The interfaces and message names belonging to the SBA, need to updated, e.g., N14 is now a SBA interface.

Editor's Note: The following text is written under assumption that horizontal derivation of KAMF is mandatory at AMF set change. However, it is FFS if a horizontal derivation of KAMF will be done according to, e.g., network policy, rather than mandating/restricting based on AMF set. It is currently mis-assumed that KAMF shall be changed when AMF set changes since there is a UDSF within an AMF set. But that assumption is not correct because the UDSF is an optional NF and a horizontal derivation of KAMF is relevant also within an AMF set. There may be no need of a restriction based on AMF set.

Upon reception of the HANDOVER REQUIRED message, the source AMF shall derive KAMF as defined in clause 6.9.3 (in case of N2-Handover with AMF set change) and increase its locally kept NCC value by one and compute a fresh NH from its stored data using the function defined in Annex <TBD>. The source AMF shall use the KAMF from the currently active 5GS NAS security context for the computation of the fresh NH. The source AMF shall send the fresh {NH, NCC} pair to the target AMF in the N14 FORWARD RELOCATION REQUEST message. The N14 FORWARD RELOCATION REQUEST message shall in addition contain the KAMF that was used to compute the fresh {NH, NCC} pair and its corresponding ngKSI. 

If the source AMF had activated a new 5G NAS security context with a new KAMF, different from the 5G NAS security context on which the currently active 5G AS security context is based, but has not yet successfully performed a UE Context Modification procedure, the N14 FORWARD RELOCATION REQUEST message shall in addition contain a K_AMF_CI (KAMF Change Indicator) meaning that the sent KAMF is a new one. If <the source and target AMFs belong to different AMF sets>, the source AMF performs horizontal KAMF derivation, which is specified in Annex <TBD>, and the <N14 FORWARD RELOCATION REQUEST> shall in addition to the K_AMF_CI contain a NONCEAMF  parameter used in the horizontal derivation of the sent KAMF. 

NOTE 1:
Unlike the S10 FORWARD RELOCATION REQUEST message in EPS, the N14 FORWARD RELOCATION REQUEST message in 5G does not contain data and meta-data related to old 5G security context.

If the target AMF receives the NONCEAMF  parameter, it shall set the NAS COUNTs to zero and shall include a NASC (NAS Container) containing the received NONCEAMF  parameter, selected NAS security algorithms, UE security capabilities, and <NAS MAC> in the NGAP HANDOVER REQUEST message to the target gNB. The purpose of this NASC could be compared to a NAS SMC message. If the target AMF receives the K_AMF_CI, it shall set the NCC to zero and shall further compute a temp_K_gNB as defined in Annex <TBD>. It shall further send the {NCC=0, NH=temp_K_gNB} pair and K_AMF_CI to the target gNB within the NGAP HANDOVER REQUEST message. The target AMF shall further set the NCC to one and shall further compute a NH as specified in Annex <TBD>. The target AMF shall further store the {NCC=1, NH} pair.  

Editor's Note: It is FFS to describe details of ngKSI and NASC (NAS Container) in this clause or elsewhere.

The target AMF shall derive the NAS keys from received KAMF as specified in Annex A.8. If the target AMF does not receive the K_AMF_CI, it shall store locally the KAMF and {NH, NCC} pair received from the source AMF and  then send the received {NH, NCC} pair to the target gNB within the NGAP HANDOVER REQUEST message. 

Upon receipt of the NGAP HANDOVER REQUEST message from the target AMF, the target gNB shall compute the KgNB to be used with the UE by performing the key derivation defined in Annex <TBD> with the {NH, NCC} pair received in the NGAP HANDOVER REQUEST message and the target PCI and its frequency ARFCN-DL. The target gNB shall associate the NCC value received from AMF with the KgNB. The target gNB shall include the NCC value from the received {NH, NCC} pair, and the NASC if such was also received,  into the HO Command message to the UE and remove any existing unused stored {NH, NCC} pairs. If the target gNB had received the K_AMF_CI, it shall set the keyChangeIndicator field in the HO Command message to true.

NOTE 2:
The source AMF may be the same as the target AMF in the description in this subclause. If so the single AMF performs the roles of both the source and target AMF In this case, actions related to N14 messages are handled internally in the single AMF.

For N2-handover, the source gNB shall include AS algorithms used in the source cell (ciphering and integrity algorithms) in the source to target transparent container that shall be sent to the target gNB. The AS algorithms used by in the source cell are provided to the target gNB so that it can decipher and integrity verify the RRCConnectionReestablishmentComplete message on SRB1 in the potential RRC Connection Re-establishment procedure.

**** NEXT Changes ****

6.9.2.3.4
UE handling

Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.8.4.4, which is about UE handling in handover.

The UE behaviour is the same regardless if the handover is intra-gNB, Xn, or N2.

If the NCC value the UE received in the HO Command message from target eNB via source gNB is equal to the NCC value associated with the currently active KgNB, the UE shall derive the KgNB* from the currently active KgNB and the target PCI and its frequency ARFCN-DL using the function defined in Annex <TBD>. 

If the UE received an NCC value that was different from the NCC associated with the currently active KgNB, the UE shall first synchronize the locally kept NH parameter by computing the function defined in Annex <TBD> iteratively (and increasing the NCC value until it matches the NCC value received from the source gNB via the HO command message. When the NCC values match, the UE shall compute the KgNB* from the synchronized NH parameter and the target PCI and its frequency ARFCN-DL using the function defined in Annex <TBD>.

The UE shall use the KgNB* as the KgNB when communicating with the target gNB.

The UE handling related to key derivation when keyChangeIndicator in the HO command is true, shall be done as defined in Clause 6.9.6.4. If the UE also receives a NASC (NAS Container) in the HO Command message, then before performing UE handling as defined in Clause 8.3.1.4.2, the UE shall verify the UE security capabilities in the NASC. The purpose of this NASC could be compared to a NAS SMC message. If the verification succeeds, the UE shall further compute the horizontally derived KAMF using the KAMF from the current 5G NAS security context and the NONCEAMF  parameter in the NASC, as specified in Annex A.13. The UE shall further configure NAS security based on the horizontally derived KAMF and the selected NAS security algorithms in the NASC. The UE shall further verify the <NAS MAC> in the NASC and if the verification is successful, the UE shall further set the NAS COUNTs to zero. The UE shall use the horizontally derived KAMF (as defined in the following) and the zero NAS COUNT in the derivation of the temporary KgNB.

Editor's Note: Details are FFS for verification of UE security capabilities and <NAS MAC>.

Editor's Note: It is FFS if this Clause 6.9.2.3.6 (UE handling) and Clause 6.9.6.4 (AS key re-keying) need merging/alignment.

**** NEXT Changes ****
A.13
KAMF to K'AMF derivation in mobility

Derivation of K'AMF from KAMF during mobility shall use the following input parameters.

-
FC = 0x??

-
P0 = NONCEAMF 
-
L0 = length of NONCEAMF 
The input key shall be KAMF.

Editor's Note: It is FFS whether to assign separate FC values or to use additional separator (e.g., TYPE input) for handover and mobility registration update.

The generation of NONCEAMF shall be sufficiently random such that both the probability of the AMF generating equal values of NONCEAMF and the probability of an attacker being able to predict future values of NONCEAMF over the duration of practical eavesdropping attacks on a particular user are extremely low. 

NOTE: A well-seeded strong PRNG would meet this requirement. A true RNG is not required.
**** End of Changes ****
